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Description of k-bent functions in four variables ! 2

Natalia N. Tokareva

A simple description of the class of 2-bent functions in four variables is given. This class consists
of 384 quadratic functions with 12 distinct types of the quadratic part. Thus, all k-bent functions
with not more than four variables are classified.
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Introduction

A Boolean function f with even number m of variables is called a bent function, if it is
on the maximal possible Hamming distance from the set of all affine Boolean functions.
Equivalently, a bent function f one can define as a function such that all its Walsh—
Hadamard coefficients

Wy(u) = Z (=1)(wvI®I™) - where u € Z7,

vezp

equal £2"/2. Bent functions is a classical topic in many areas of discrete mathematics. They
have a lot of applications, see e. g. the survey of C. Carlet [2].

There is a well known hard problem: to describe all bent functions for any m or to get
good enough lower and upper bounds for the number of them. Indeed, the following fact
confirms the hardness of this problem. In spite of the long period of studying bent functions
(since 60-70-ties of XX century |9]) and a great interest to them, 6 is still the maximal value
of m for which the tight number of bent functions is known (it equals 5425430528 ~ 2323,
see 1], [7], and the earlier paper [§]).

k-Bent functions were introduced in [10] as a generalization of bent functions. An integer
parameter k changes from 1 to m/2 and nonlinear properties of bent functions become
stronger as k increases. Bent functions and 1-bent functions coincide. There are known
constructions of k-bent functions for any k, see [10], and the fact that by using k-bent
functions in a block cipher it is possible to make it extremely resistant to the special type
quadratic approximations [11].

In the paper we give a simple description of the class of 2-bent functions in four variables.
This class consists of 384 quadratic functions with 12 distinct types of the quadratic part.
Thus, all k-bent functions in m variables, where m < 4, are classified now.

§1. The main result
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Let m be integer, §,, be the class of all Boolean functions in m variables. Let v =
(V1, ..., Um), W= (U1,...,Uy) be binary vectors of length m. For any integer k, 1 < k < m/2,
in [10] we defined the binary operation (-, )y : Z§" X Z5" — Zg as

ko k
(u,v)p = (@ @(U%—l D i) (Ugj—1 @ ug;)(Vai—1 D Vo) (V21 B Uzj)> @ (u,v),
i=1 j=i
where (u,v) = wjv; @ ... ® upv, is the usual inner product of binary vectors and @

denotes the addition modulo 2. Operations (-, -); are tightly connected to nonlinear binary
Hadamard-like codes of the special types obtained from Z,-linear Hadamard-like codes [3],
[4]. Properties of the product (-, -); allow us to consider it as a nonlinear analog of the inner

product. The integer-valued function W}k) defined on Z3' by

W}k)(u) = Z (—=1){wv @I for any u € Z

vezy

is said to be k- Walsh—Hadamard transform of a Boolean function f € §,,. According to [10]

it holds the inversion formula and Parseval’s equality for W;k)

follows

. From Parseval’s equality it

s 7 ) > 27
A Boolean function f € §,, is called k-bent (m is even), if all coefficients W}j)(u), Jj =
1,...,k, equal +2/2 In other words, such functions can be approximated by all functions
(u, v ), in the equally bad manner. Let B be the class of all k-bent functions in m variables.
Then B! coincide with the class of usual bent functions as far as W}l)(u) = Wy(t) for any
u € Z3', where @t = (ug,uy,us, ..., Uy,). The proper inclusions have a place B! > .- D
B7/2 and the set B7/% is nonempty, see [10] for detail.

Counsider the small values of m.

Let m = 2. The class B} consists of all functions with vectors of values having an odd
weight; [B1] = 8.

The case m = 4. It is known [6] that the set 9] consists of 896 Boolean functions.
Any function in it is quadratic, i. e. of algebraic degree 2. The set B} can be divided into
28 classes of 32 functions. Algebraic normal forms (or Zhegalkin polynomials®, and briefly
ANFs) of functions from any such class have the same quadratic part, arbitrary linear parts
and any free terms. Consider a graph with vertices being variables and edges connecting
those variables that form an item in the quadratic part of a function’s ANF. Then these 28
types of the quadratic part for bent functions one can collect as

_ TV
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The number of distinct types presented by a graph is given under it. For example, there are
12 types for the quadratic part consisting of three items and only one type with all six items.

In the paper we give a simple description of B2 using interpretation on graphs. Consider
a graph on four vertices numerated by integers from 1 to 4. Let the vertex i correspond to

3This term is widely used in Russian mathematical literature.



variable v;. Divide vertices into parts {1,2} and {3,4}. Among 28 graphs given above we
choose only those for which the number of edges between the parts is even. Then we obtain
the series of the following 12 graphs:

(3) (4) (4) (1)

LITTX X

The main result is the following. The set B2 is a union of 12 classes of 1-bent functions
presented with graphs given above. Functions from any such class can differ only by a linear
part and a free term; the number of them is 32. Thus, [B2| = 384. Let us prove it.

In terms of ANFSs our statement sounds in this way.

Proposition. Let iy,14y,i3 and iy get distinct values from 1 to 4. Then the set B3 consists
of all functions of degree 2 with quadratic parts:

Uiy Viy D Vi3Viy (3 types);
Uiy Uiy B 03, Vi B 0,05, if {ir,i2} = {1,2} or {3,4} (4 types);
Viy iy B Uiy Vi D ViU, B vy v, if {01,102} ={1,2} or {3,4} (4 types);
V1V B V1V3 B V104 B VU3 B VU4 P V34 (1 type).

Proof. It is obvious that B2 contains only quadratic functions. Note that if a function f
belongs to B% then f @ 1 also belongs to it. Consider a quadratic function f,, € B} of the
form fo(v) = f(v) @ (w, V), where w is a fixed vector and f(-) denotes the quadratic part of
the function. Determine when the function f, is 2-bent, i. e. when all its 2-Walsh—Hadamard
coefficients equal +4. Consider a coefficient W;i)(u) for any vector u = (uy, ug, uz, uy).

Let Z3j = Vo U Vi, where the set V] is given by

Vi = {(1010), (1001), (0110), (0101) },

and the set V| contains all other vectors of length 4. Note that for any vector u € Vj it holds
(u1 @ ug)(us ® ug) = 0, where § € Zy. By definition we have

(u,v)y = (u1 @ ug)(ug ® ug) (V103 B V1V4 D Vov3 B V2V, )D

UgV1 D UV D UgV3 D U3V4.

Then for any vector u € Vj it is true

Wid(w = D (~)oht) = 3 7 (1) @En ) =W (@),

vEZLyY veEZLY



where @ = (ug, u1, uy, uz), and hence W}i)(u) = #+4, since fy is a 1-bent function.

Consider the case u € V;. We have

Wi (w) = 3 (~) I =W, (@), 1)

veLy
where the function gy is given by gw(v) = g(v) & (w, v) and
g(v) = (v1v3 B v1vg B VoV B vavy) B f(V).
Find out the conditions under which the following four coefficients
2 2 2 2
w2 (1010), W2 (1001), W2 (0110), W (0101), (2)

equal £4. There are 28 possible variants for the function f. It is easy to see that g is 1-bent
only for 12 variants among them. These 12 quadratic functions f are given in the Proposition.
We list them here together with the corresponding functions g:

f(v) g9(v)

: V1V9 D V3U4 X V1V B ... D V3U4
[T vivs ®vpuy X vvg B v9u3

V1V D V23 ] vivs @ vy

V1Vs D ... D VU3V, V1V D V3Vy4

V1V3 D Va4 D V304 V1V4 D VU3 D V34

V1V2 B v1v3 B vy V1V2 B v1v4 D VU3
V104 B vav3 B V34 V103 B vav4 B V304
V1V D v1V4 D Va3 V1V D V1V3 D V24
V1V D Va3 P VU4 D V3Uy V1V B V1V3 B V104 D V3vy
V102 D 11V4 D V204 D V34 V1V D v1v3 D VU3 D U3y
V12 D 113 B v1V4 D V34 V1V D VU3 D V2v4 D V34

V1V2 D V1V3 D VU3 D U3Vs V1V2 D V1V4 D VU4 D U3V4

NMUNXXKXIOE KX X
MUNNWMIEXKII

In any of these twelve cases we have W;i)(u) = W, () = £4 as far as g (and hence g,,) is
1-bent. So, fy is 2-bent for any vector w. Thus, we have shown that the class 82 contains
not less than 12 x 32 = 384 functions. Check that if ¢ is not 1-bent, then the absolute value
of at least one coefficient among (2) is always different with 4 and therefore fy, is not 2-bent
in this case. We will examine the first coefficient.

As soon as it holds fu¥) " v
B w(V), 1IveE
gw(V) — { fw(v)@L ifVG‘/l,

the coefficient W}?(lOlO) can be represented according to (1) in the form
W2 (1010) = W, (0101) = Sy — Sy,
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where
Ss = Z (—1)<(0101)7V>@fw("), when 0 =0, 1.

veVs

Since fy is 1-bent we have

And hence for the equality Sy — S71 = +4 to be right the value of S; should equal +4 or 0.
Transforming S, we get

Sl — (_1>w1 ((_1)w3®f(1010) + (_1)w4®f(1001)) +
(_1)11}2 ((_l)wg@f(()ll()) + (_1)w4@f(0101)) ]

Then the necessary condition for S; € {£4,0} is the following: on the set V; the function f
gets value 1 for an even number of times. But if f is one of the residuary sixteen quadratic
functions, then its ANF contains an odd number of monomials from the set

{v1v3, V104, VaV3, VoVL }.

Equivalently, in the corresponding graph there is an odd number of edges between parts
{1,2} and {3,4}. So, on the set V] every such function f gets value 1 for an odd number of
times. Thus, the necessary condition for W}?(lOlO) = +4 is not satisfied. That is why the
function fy is not 2-bent for any vector w in this case. O

§2. Remarks

As an interesting corollary of Proposition we have the fact that the class of 2-bent
functions in four variables is closed under adding affine functions. We think that the so-
called «effect of small parameters» accounts for it. We conjecture that this property will not
have a place if m > 4.

Note that for definition of k-bent functions the manner of dividing variables into pairs
and the order of these pairs are essential. One can consider more general approach if study
approximations of Boolean functions by all the functions (u, 7(v))g, where 7 is an arbitrary
permutation on m elements. In this case the restrictions mentioned above are removed. From
Proposition it follows that a function f € B} is 2-bent for any permutation of variables if
and only if the intersection of the graph for its quadratic part and every graph among

M X

contains an even number of edges. It is easy to see that all functions with quadratic parts

— X

satisfy this condition. The number of them is 128. Now we conclude that the set of 28 graphs
for the quadratic parts of 1-bent functions can be divided into four groups. One group consists
of 4 graphs given above and corresponds to 2-bent functions for any permutation of variables.
Three other groups (each of 8 graphs) answer to 2-bent functions for three distinct ways of

5



dividing variables into pairs separately. So, for any division variables into pairs we have

4+

8 = 12 possible variants for quadratic part of a 2-bent function.

Finally, we give the information (not great for the present time) about the number of k-

bent functions for small values of m. Results on 1-bent functions and bounds for the number
of them for any m one can find in [5] and [2].

m | k Information about classes B,
2 |1 Bl =8
|Bl| = 896, see description in [6];
4 11,2 |B2| = 384, description is given in this paper;

the number is calculated in [10];

91 = 5425430528 ~ 2323 see [1], [7], [8];

6 11,2,3 |B2| > 4 -896 = 3584, it follows from [10];

|B2| > 4 - 384 = 1536, it follows from [10];
=

91| > 1559994535 674 013 286 400 ~ 2704 see [1];
B2| > 2343 obtain from [1], [7], [8] and [10];
oo 12 1], 7] 8] and 10
B3| > 16 - 896 = 14 336, it follows from [10];
|Ba| > 16 - 384 = 6144, it follows from [10];
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