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Abstract—We introduce the notion of k-bent function, i.e., a Boolean function with even numberm
of variables vy, ..., v,, that can be approximated with all functions of the form (u,v); & a in the
equally bad manner, where u € ZJ*, a € Zo, and 1 < j < k. Here (-, -); is an analog of the inner
product of vectors; k changes from 1 to m/2. The operations (-, -)r, 1 < k < m/2, are defined by
using the special series of binary Hadamard-like codes A¥, of length 2™. Namely, the vectors of
values for the functions (u, v); @ a are codewords of the code A% . The codes A¥, are constructed
using subcodes of the Z4-linear Hadamard-like codes of length 2+ which were classified by
D. S. Krotov(2001). At that the code A}, islinearand AL ..., A2 are pairwise nonequivalent. On
the codewords of any code A*, we define a group operation e coordinated with the Hamming metric.
That is why we can consider k-bent functions as functions that are maximal nonlinear in & distinct
senses of linearity at the same time. Bent functions in usual sense coincide with 1-bent functions.
For k > ¢ > 1, the class of k-bent functions is a proper subclass of the class of Z-bent functions. In
the paper, we give methods for constructing k-bent functions and study their properties. It is shown
that there exist k-bent functions with any algebraic degree d, where 2 < d < max{2, § — k + 1}.
For an arbitrary k, we define the subset F*, of the set §,, of all Boolean functions in m variables with

the following property: on this subset k-bent functions and 1-bent functions coincide.

DOI: 10.1134/5S1990478908040017

INTRODUCTION

[t is known that one of the most important characteristics of a Boolean function in cryptology is
the measure of its nonlinearity. The linearity and some close to it properties of a Boolean function often
can allow us to extract a lot of other function’s properties. And of course it is hardly desired from the
cryptographic point of view. We know bent functions as Boolean functions that reach the maximum
of nonlinearity. By definition, they are “moved away” from all affine functions on the maximal possible
distance. In Russian terminology, instead of bent function the term maximal nonlinear function is
widely used. But there is a small difference: we consider bent functions in m variables for even m only
whereas the maximal nonlinear functions in m variables exist for any m. For even m, these two notions
coincide. The bent functions were introduced by O. Rothaus in the sixties of XX century although the
paper [35] was published only in 1976. J. Dillon [13] and R. L. McFarland [28] considered the bent
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2 TOKAREVA

functions in connection with difference sets. Nowadays there is a lot of constructions for bent functions,
see surveys [25] and [14]. Nevertheless, the class of all bent functions in m variables is not described
yet. There is no asymptotic for the number of bent functions. Moreover, there are no acceptable lower
and upper bounds for this number (to meet some progress in this direction, see [10]). The distinct
generalizations of the notion of bent function are known; e.g., see[2, 21, 22, 24, 34]. The objects tightly
connected to bent functions are widely studied; for example, the bent sequences [32]. The bent functions
play a very important role in coding theory. They are used for constructing Kerdock codes, Preparata and
BCH codes. They are interesting also for studying subcodes of the second order Reed—Muller codes,
several cyclic and optimal codes (for instance, see [26] and [8, 11, 12, 36]). Among the last studies of
bent functions’ properties we can mention [6].

In the geometric interpretation, the vectors of values for all affine Boolean functions (u,v) @ a in m
variables form the binary linear Hadamard code of length 2™ (or the first order Reed—Muller code).
For bent functions, the vectors of values are on the maximal possible distance om=1 _ 9(m/2)=1 from this
code (if m is even). Informally, every function f from the class of bent functions can be approximated by
affine functions too bad as it is only possible. It is this property of Boolean functions used in block ciphers
that promotes the extreme rise of cryptographic resistance of these ciphers with respect to linear [27] and
differential [3] cryptanalyses (see [29] for details).

We can find in the literature some other classes of approximating functions distinct with the class
of affine functions. In 2001, A. Youssef and G. Gong [39] proposed the approximations by proper
monomial [unctions (this term was given later in [23]). The authors of [39] considered Boolean
functions in m variables as functions from GF(2™) to GF'(2): for any binary vector v they put into
correspondence the appropriate element of the field GF(2™). Let tr : GF(2™) — GF(2) be the trace
function, i.e.,

tr(v)=v+vi4--+v7" veGFE2M).

Then each linear function (u,v) can be presented as tr(ayv) for a suitable element a, € GF(2™).
Functions of the form ¢r(ayv®), where s is integer such that 1 < s < 2™ — 1 and ged (s,2™ — 1) =1,
are called proper monomial functions. Authors of [39] by hyper-bent functions mean the functions
that can be approximated by all proper monomial functions in the worse manner. For every even m,
they proved the existence of such hyper-bent functions. C. Carlet and P. Gaborit [9] and independently
A. S. Kuzmin, V. T. Markov, A. A. Nechaev, and A. B. Shishkov [23] have shown that the algebraic
degree of every hyper-bent function in m variables is equal to m/2. The approximations by nonlinear
functions are studied, for example, in[18] and [16].

The main idea of this paper is the following: Although a bent function f is badly approximated by
linear functions, it may be approximated good enough by nonlinear functions that are “linear” in some
“alternative” sense. Then, using such bent functions for instance in a block cipher, we probably may
collide with its weakness with respect to the appropriate modifications of linear or some other methods
of cryptanalysis. In order to avoid some of such situations, we consider the bent functions with stronger
nonlinear properties: bent functions in m variables that are maximal nonlinear in %k distinct senses of
“linearity” at the same time, where k£ changes from 1 to m/2.

Since the nineties of XX century, in coding theory there are intensively studied the nonlinear codes
that can be transformed to some linear codes in other metric spaces via appropriate mappings (as a
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 3

rule, one-to-one and isometric), see [4, 5, 7, 15, 19, 20, 30]. Consider Zy- and Z4-linear codes with
parameters of Hadamard codes (further, briefly Hadamard-like codes). It is known that Zs-linear (i.e.,
linear in the usual sense) binary Hadamard code of length 2™ is unique up to an equivalence. D. S. Krotov
[20] has shown that there exist exactly |m/2] pairwise nonequivalent Z4-linear Hadamard-like codes
of length 2™+ if m > 3. Basing on the classification of all such codes (given by D. S. Krotov [20]), we
consider the series of some “alternatively linear” binary Hadamard-like codes A%, 1 <k < [m/2], of
length 2. Every code A%, in this series is obtained from the linear quaternary code A%, by changing the
elements 0 and 1 in every position to 0; and 2, 3, to 1. Here Afn is a subcode of the corresponding
linear quaternary Hadamard-like code of the type 4¥2™=2k (see [20]) that consists of all codewords
having in the first position only 0 or 2. At that, the code A! is linear and AL, ... ,A%T/QJ are pairwise
nonequivalent codes. Every code AF, is an Abelian group with respect to operation e produced by
operation 4 of coordinatewise addition over Z, defined on A% . The operation e is coordinated with
Hamming metric. So, the code A, is “alternatively linear” in this sense.

Let the set 2%, be consisted of all Boolean functions with vectors of values being codewords of the
code A’ﬁn. The class Qlfn includes functions of the form (u, v)x @ a, where a € Zs and operation (-, -)
plays the role of the inner product. Further we call such functions k-affine in analogy with usual affine
functions. These codes A%, are chosen for the arising new inner products (-, -)x have many properties of
the usual inner product and also for us to be able to develop some constructive ideas on this base. Let

u= (u1,...,up)and v= (vy,...,v,). Then the explicit view of the product (u, v)j is
ko k
(v = (B EPYY)) @ (uv),
i=1 j=i

where Y; = (ug;—1 @ ug;)(v;—1 @ vy;) for any integer 4, 1 < i < [m/2]. Thus, any class Qlfn contains
exactly 2m~F+1(k 4+ 1) affine functions and 27~ *+1(2%¥ — k — 1) quadratic functions.

Using the inner product (-,-)x, we define k-Walsh—Hadamard transform W}Ek)() and k-

nonlinearity N](ck) of a Boolean function f. We call a Boolean function with even number of variables m
maximal k-nonlinear (k-bent), 1 < k < m/2, if the vector of values of this function is on the maximal
possible distance 21 — 2(m/2~1 from the each Hadamard-like code A%,, j = 1,..., k (or equivalently,
W](cj)(v) = 4+2"/2 for any v € 725" and every j =1,...,k). In other words, every k-bent function can
be approximated by Boolean functions from the each class 2, j = 1, ..., k in the equally bad manner.
Usual bent functions form the class of 1-bent functions Bl . For k > ¢ > 1 the class B, of k-bent
functions is a proper subclass of the class B¢ of £-bent functions. In the paper we give methods for
constructing k-bent functions for every k, 1 < k < m/2, and study their properties. In particular, it is
shown that there exist £-bent functions with any algebraic degree d, where 2 < d < max{2, % — k +1}.
For any k we define the subset %, of the set §,, of all Boolean functions with the following property: on
this subset k-bent functions and 1-bent functions coincide.

Necessary definitions and notation are given in § 1. In § 2 we define binary Hadamard-like codes
AF Then in § 3 we introduce inner products (-,-) that correspond to codes A% . k-Affine Boolean
functions (u, v); @ a and their algebraic normal forms are studied in § 4. The notion of k-bent function
and methods of constructing such functions are presented in § 5 and § 6 respectively. In § 7 we consider
interrelation between k-bent functions and usual bent functions.
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4 TOKAREVA
1. NECESSARY DEFINITIONS AND NOTATION

Let N be the set of natural numbers, (u,v) be the usual inner product of binary vectors u =

(Uty..yUm), v =(v1,...,0n)of length m, i.e.,

m
(u,v) = P ujv;,
j=1

where @ is the addition modulo 2. Denote by §,, the set of all Boolean functions in m variables. By
A, denote the class of all affine Boolean functions (u, v) & a in m variables vy, ..., v,,. To any Boolean
function f € §,, we put into correspondence the binary vector f of its values. The length of f equals 2™.
Further we use bold font for vectors and normal font for functions. The Hamming weight wtg(v) of
a binary vector v is the number of its nonzero coordinates. The Hamming distance dg(u,v) between
binary vectors equals the number of coordinates in which they differ. By distance dist(f, g) between two
Boolean functions f and g we mean Hamming distance between their vectors of values. Remember that
the integer-valued function Wy defined on Z3" as
Wi(v) = 3 (~pemerw
uezy
is called Walsh—Hadamard transform (or discrete Fourier transform) of a function f € §,,. The
values W(v) are called Walsh—Hadamard coefficients of f. For Wy the Parseval’s equality holds:
S (Wi(v)? =22,
vezy
[t follows from here that
max [Wy(v)] > 2"/%
By nonlinearity Ny of a Boolean function f we as usual mean the distance between f and the set of all
affine functions, i. e.
Ny = dist(f, %) = 271 — = max [W;(v)
vezn

(see details in [25] for example). A function f € §,, is said to be maximal nonlinear (m is any), if
parameter Ny gets the maximal possible value. A function f is a bent function (m is even), if all Walsh—
Hadamard coefficients of it are equal to +9™/2 For even m, these two definitions coincide. Denote by
B,,, the class of bent functions in m variables.

Let us remind several basic notions of coding theory. Let (Z%, dp) denote the metric space on the set
of all binary vectors of length n equipped with Hamming metric. A nonempty set C' C Z3 of size |C| = M
with minimal distance d between its distinct elements is called a binary (n, M, d)s-code (or a binary
code with parameters n, M and d). Elements of C are said to be codewords. Numbers n and d are
length and code distance of the code respectively. A code is linear, if it is a linear subspace of Z5. The
Lee weight wty,(-) of a quaternary vector is the sum (in usual sense) of weights for its coordinates, where
wtr,(0) = 0,wtr (1) = wtr(3) = 1,wtr(2) = 2. The Lee distance dr,(x,y) between quaternary vectors
x and y of the same lengths is given by dr,(x,y) = wtr(x — y). Let (Z},dr) be the metric space on the
set of all quaternary vectors of length n with Lee metric. By + we denote the addition over Z4. We denote
the parameters of a quaternary code by (n, M, d),4. Let 0,1, 2 and 3 be vectors with all coordinates equal
to 0,1, 2 and 3 respectively. Let 3,7 : Z4 — Zso be the following maps
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 5

€|B(0) ()
00 0 0
1| O |
21 1 |
3| 1 0

Let ¢ : Z4 — Z3 denote the Gray map:

o(c) = (B(c),y(c)) for ¢ € Zy.
Maps 3,7, and ¢ can be coordinatewise extended to 3, : Zi — Z5, and ¢ : Zi — Z3! for all integer 3.
Remember that, according to [15], the map ¢ is an isometry; i.e., for any x,y € Z, it holds
dL(Xa y) = dH(SO(X)a go(y))

A code of length n over Z, is called linear, if it is a subgroup of Z} (probably, it is more correct to call it
a group code). A binary code C is Z4-linear, if the code ¢ ~1(C) is linear.

2. CODES AF WITH PARAMETERS OF HADAMARD CODES

In this section we define binary Hadamard-like codes A%, and group operations on them.

Let m € N, k be a fixed integer number such that 0 < & < m/2. In what follows let n = 2™. By G’fn
denote the (m — k) x n-matrix over Z4 that consists of lexicographically ordered columns z”, where z
runs through Z% x (2Z4)™~2F. For example,

00002222
0 0 0022 1 0
G1=:0n>aG2=: aG22:<Om3>aG3:: 00220022 | -
0202
02020202

00112233 Q? 0000111122223333

02020202 0123012301230123

The matrices of this type were first considered by D. S. Krotov for constructing and classifying Z4-linear
Hadamard-like and perfect codes (see [19, 20]). Let the mapping ¢y, : Z% x Z?*Zk — Z3' be given by

or (0, u") — (p(u'),u”) for any vectors v’ € Zk " € 72"
In a similar manner as it was done in [5] define the binary operation
*x 1 Ly X Ly — 1Ly
by equality
uxv= gok(golzl(u) + gp,;l(v)) for any vectors u, v € Z3',
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6 TOKAREVA

where + denotes the addition over Zy for the first k coordinates of vectors ¢, ! (u), ¢, ! (v) and denotes
the addition over Zs for the rest m — 2k coordinates. Let the quaternary vector h" of length n be defined
as

b = ¢ (u) - G, (1)
[t is easy to note that, for all vectors u, v € Z7*, it holds
hv + hY = hv*v.

Let CF = (c’fw), u,v € Z5', be the n x n-matrix over Z4 with the rows h". We arrange these rows in
the lexicographical order of vectors ¢; * (u). We will numerate the columns of C¥, by the vectors v in the
lexicographical order of vectors ¢, !(v) too. For instance,

0000 0000
C?: 00 ’ ng 0202 ’ C%: 0123 ’

02 0022 0202
0220 0321

00000000 00000000

02020202 02020202

00220022 00112233

Cg _ 02200220 cl- 02132031

00002222 00220022

02022020 02200220

00222200 00332211

02202002 02312013

And for example if m = 2 we have c% = 3. Let J;s be the s x s-matrix with all ones. For squarte

10),(01)
matrices A = (a; ;) and B of orders p and ¢ respectively denote by A ® B their Kronecker product

anB e alpB

A® B =

amB ... apB

Further we use the following properties of matrices CE,.
Proposition 1. For any integer m, k such that 0 < k < m/2, it holds
(i) Gy = (C, @ J2) + (Jo ® CY);
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 7
(i) CEEL = (Jy @ Ck) + (CY @ J,,);
(iii) (C},)" = CJ..

Proof. Consider G = (z],...,zl). Then the matrix G% _ | can be presented as
T T T T
zi Zy ... Z, Zp
Gﬁﬂ-l = ( )
0 2 ... 0 2

Let h" = (hq,..., hy). By definition we have h(®® = ¢ "1(u,a) - GE ;. Using the definition of map
@1;1 we get

W) = (o1 (u),a) - GE L = (R, by + 24, ..., hy, By + 2a)
for any a € Zy. Thus, in order to obtain the matrix CF,, ; we should replace any element c’flyv of Ck by

k k
c Cav

the matrix . In other words, we have C% | = (Ck ® J5) + (J, ® CY). So, (i) is true.

k k
Cav Cav T2

u,v

Let § = ¢~ !(a,b), where a,b € Zs. According to the presentation

. (0...0 1...12...2 3...3)
m+2:
Gr, Gy Gy G

we have h(40W = (5, -1 () - Gf,#l = (h",h" +01,h" 4 02, h" + §3). Now it is easy to get equality
(ii).
The equality (iii) follows from (i), (ii) and equality (A ® B)T = AT @ BT. O

Let quaternary code A¥, consist of all possible vectors h* and h* + 2 (see (1)).
Proposition 2 [20]. The quaternary code A%, is linear and has the parameters (n,2n,n)y.
Define the following binary codes of lengths n and 2n respectively:

A = B(AL), Hy, = o(A).

It is easy to see that sizes of these codes coincide and equal 2n. It is possible to define the code A%, also
as 7(AE ). Note that according to [20] any Z4-linear Hadamard-like code of length 2n is equivalent to
one of the codes ¢ (A¥, U (A¥, + 1)), where k runs trough all the values 1,..., [m/2].

The maximal linear subcode Ker(C) of a binary code C' such that x & C' = C for any vector x €
Ker(C) is said to be the kernel of the code C.

Proposition 3 [20]. The codes HY,, H}, are linear. For k > 1 it holds | Ker(HEF)| = 2m=F+1,
[t is easy to obtain the following fact.

Proposition 4. For any k, 0 < k < m/2, it is true Ker(AF)) = B(p~ ! (Ker(HE))).
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8 TOKAREVA

Proof. Let p(x) € Ker(HE) for a certain vector x € AX,. Then p(x) ® HY, = HF and hence, 3(x) @
Al = Ak Consequently,

Ker(4y,) 2 B~ (Ker(Hy)))-

Conversely, let 3(x) € Ker(AF,) for some vector x € AF . At first show that the vector y(x) belongs
to the set Ker(A¥ ) too. In fact, by linearity of the quaternary code .A¥, and according to

B(2x + Af) = B(2x) & AL,

we get 3(2x) € Ker(AX)). As far as the binary subcode Ker(A,) is linear we obtain v(x) = 3(x
B(2x) € Ker(AF)). Then from equality A%, = B(A%) = v(AF) and the fact that vectors B(x),~
belong to Ker(AX ), we obtain p(x) € Ker(HE). Really, it is sufficient to note that if the equality 3(x
B(y) = B(z) holds for some y,z then it also holds v(x) @ v(y) = 7(z). Hence, we have Ker(AX)
Ble™! (Ker(Hy))).

D

)
(x
)

N &

Recall that binary codes C' and C” of length n are equivalent, if there exist a binary vector x € Z%
and a permutation 7 on n elements such that it holds x & C' = 7(C"), where 7(C") = { 7(y) |y € C' }.
From Propositions 3 and 4 it follows that codes Al . ... ,1417L,Lm/2J are pairwise nonequivalent. Although
the map 3 : Z2™ — Z2™ is not one-to-one, it is possible to inverse it on the set A%, (one can easily prove
it). On codewords of A%, define the binary operation

o: AF s Ak AR
coordinated with + on the set .A¥,. Namely, consider
xey = (371 (x)+ 7 (y)) for any vectors x,y € A¥ . (2)
It is easy to see that (A, e) is an Abelian group. For a vector x € A% let x~! be the vector such that
xex 1 =0.lItholds 371 (x71) = -7 1(x).

Let us study properties of the operation e.

Proposition 5. For every x,y € AF it is true

(Hwtp(x) = gwtr (871 (x));

(i) du(x,y) = wtp(x e y);

(i) di (x,y) = 3d. (87 (x), 37 (y)).

Proof. (i) Let x’ = 71(x) be a codeword of the code A¥,. Let b, denote the number of coordinates of x’

that are equal to ¢, where ¢ € Z4. We have
th(X/) = by + 2by + b3, th(X) = by + b3.

The matrix G, is constructed in such a way that for any its column z! there exist the only column zZ of
GF such that zI' = 3zT (the case zI' = 21 is possible). It follows from here that for any codeword of A%,

the numbers of coordinates that are equal to 1 and 3 respectively coincide. Thus, according to by = b3
we get the required equality.

(i) Let X' = p71(x), y’ = B~ (y) be codewords of the code .A¥,. Then it is true

th(Xoy_l) = %th(ﬁ_l(xoy_l)) = %th(X' -y).
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 9

Denote by supp(v) the set of nonzero components of a binary vector v. By I. we denote the set of all
components of the vector x’ — y’ that are equal to ¢, ¢ € Zy. Let b. = |I.|. Then it holds wtp (x' —y') =
b1 + 2bs + bs. According to (2) we have

supp(x ey ') = L U I3,

and hence wt(x @ y~!) = by + bs. For any ¢ € Z, define the subset Icl’3 of the set I, be consisting of
all elements s € I, such that ¥, € {1,3}. Then using the definition of 8 we get

supp(x ®y) = I} UL U (I3\ I;).

Note that the vector x @y may not belong to A%, in general. Using the foregoing property of matrix

GF (for any column z] there exists the only column 22 such that zI = 327, see (i)) we derive

|Ill’3| = |I§’3| = r. Hence,
dp(x,y) =wtg(x®y) =r+by+ (bs—1) =by+ b3 = wtg(xe yfl).

From (i) and (ii) the equality (iii) follows easily. O

By Propositions 2 and 5, the code A%, has code distance n/2. Thus, from Propositions 2, 3, 4, and 5
it follows

Theorem 1. For any m € N, any integer k, 0 < k < m/2 it is true:
(i) the binary code A%, is a Hadamard-like code with parameters (n,2n,n/2)s;

(i) the operation e defined on A, is coordinated with Hamming metric:
forany x,y € A% it holds dy(x,y) = wty(x ey~ 1);

(iii) codes A%, AL are linear; for k > 2, it holds | Ker(AF )| = 2m=k+1,

Al

As far as the cardinalities of kernels for codes AL , .. are all distinct, these codes are pairwise

nonequivalent.

3. AN ANALOG (u,v); OF INNER PRODUCT

So, let CF, = (lex,v) be given above quaternary matrix of order n, where vectors u, v runs trough
the space Z5" in lexicographical order of vectors @il(u) and @il(v) respectively. For any integer k,
0 < k < m/2, define a binary operation

<'7'>k : Z72n X Z72n — ZQ
by the rule:
(u,v) = ﬂ(c{iv) forany u,v € Z3'.
The operation (-, ) and the usual inner product coincide, i. e. (u,v)o = (u,v). Further we use both
notation.

Let 7, be the permutation (1,2)(3,4) ... (2k — 1,2k) on m elements. We present it as a combination
of transpositions. In other words, the vector 7;(u) one can obtain from u € Z%*, by changing over two
coordinates of u in the each pair that forms a Z4-coordinate by an action of @lzl. Note that the sum of
rows of the matrix C¥, that correspond to u and 7 (u) equals the zero vector for any u € ZJ'.

Several properties of the operation (-, -); are given in the following statement.
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10 TOKAREVA

Proposition 6. Let m € N, k be integer, 0 < k < m/2. Then for any vectors u,v,w € Z3" the
equalities hold:
(1) <ua V>/€ = <Va u>k;
(ii) (au, v), = a(u, v) for any a € Zs;
2mif u=w,

(iii) >° (—1)<U:V>k€9(w,v)k _

vezy
2 0 else;

(iv) ((u,a), (v, b)) = (u,v)r @ ab for arbitrary a,b € Zy;

(V) {(a, "), (5, 1)1 = (@ 0), (b,6))o for any a,a’, b,V € Zo;

(vi) {(a,d’,u), (b, ,v) ki1 = ((a,ad"), (b,0'))e ® (u, V), for any a,d’,b,b" € Zy, where parameter
€ € Zy is given by the equality ¢ = (u,v)i & (mp(u),v)r & 1;

(vii) (u, W) & (v, Wi = e v whe @ ({u, whe @ (me(w), whie ) (v, w)e @ (m(v), W) ).

Proof. The relation (i) follows from Proposition 1. By definition of matrix C¥, we get equality (ii).

(iii) Note that the left part of the equality is 2™ — 2dg (5(h"), 5(h%)). Hence, by Theorem 1, we get
what we need. Indeed, if u # w then the distance between codewords #(h®) and 3(h") of A¥ is equal
to 2m=1,

(iv) According to Proposition 1, see (i), it holds ¢¥ = cF , + 2ab and hence (iv) is true.
(wa),(v,p) =~ v

(v) It follows from definition of (-, -)x, as far as

(0|00 01 10 11 (-.)1l00 01 10 11
010 0 0 0 0|0 0 0 0
0010 1 0 1 01 {0 0 1 1
10(0 0 1 1 10/0 1 0 1
110 1 1 0 110 1 1 0

(vi) By Proposition 1, see (ii), we get
c?;j’,u),(b,b’,v) - @71(61, G/) . @71(13, b/) + Cﬁ,v'

First, by direct check up, we can establish

<(a7 a/)v (bv b,)>0 = ’Y(‘P_l(av a,) : Qp_l(bv b,))’

<(a7 a/)v (bv b/)>1 - 5(@71(% a/) ’ Qpil(bv b/))

Really, we obtain these using (v). It is easy that, for all p, ¢ € Zg4, it is true

i Is 0 or2,
Bp+q)=pp) @ gla), p equalsoor

~v(q) in other case.
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 11

And now we have

((CL, a/’ 11), (b’ b/’ V)>k+1 - ﬂ(cf;i’,u):(b,b’,v)) = ﬁ(cﬁ,v) D ((CL, a/)’ (b’ b/)>€a

where € equals 1 or 0 if Cﬁ,v belongs or not to {0, 2} respectively. Note that Cﬁ,v belongs to {0, 2} if and
only if ﬂ(c{iv) = y(ck ). From definition of permutation 7y, it follows

k _ ok
cwk(u),v - 3cu,V'

For any p € Z4 one can see that 5(3p) = v(p). Therefore for parameter € we obtain
edl= 6(lel,v) D V(Cﬁ,v) = ﬁ(clfl,v) S5 ﬁ(gcﬁ,v) - <u7 V>k D <7rk(u)7 V>k'

(vii) As soon as it holds h" 4 hY = h"™V we have c& _ + C@,w = ck . Note that forany p, ¢ € Z4 the

u,w Uxw*

equality 5(p) @ B(q) = B(p + q) is true if and only if at least one element among p, ¢ is equal to 0 or 2.
By (vi) element c’flyw belongs to {1, 3} if and only if
(u, W) @ (mp(u), wy, = 1.

And so,

Blelhin) © B(ck ) = Blchuww) @ ({0, whe @ (me(w), whi ) (v, W) @ (mi(v), W) )

[t is just what we need. O

Let us find the explicit view of the product (u, v).

Proposition 7. Let m,k € N be such that 1 < k < m/2. For arbitrary i € N, 1 <1< m/2, and
any u,v € Z72n denoteY; = (UQl',l D ’UJQZ‘)(’()Qz;l D ’UQZ'). Then

k

k
(v = (DY) @ (uv).
i=1 j=i

Proof. We prove it by the induction on k.

[i & = 1 then, according to items (iv) and (v) of Proposition 6, we have

(u,v)1 = uguy ® uve P @uivi = (u1 ®ug)(vy ®v2) @ (u,v) =Y @ (u,v).
i=3

Note that for any j it holds Yj2 =Y;. Hence, we obtain what was to be proved.

Let the proposition be right for some &k, 1 < k < (m — 2)/2. Show that it takes a place for k£ 4 1 too.
From (vi) of Proposition 6 it follows

<1l, V>k‘+1 - <(U1, u2)) (’Ul, U2)>E ©® <(U3, .. 7um)) (/03) .. avm)>k) (3)

where

e=((usy...,um), (V3. 0m))k B (Tr(us,y ..., Un), (U3, ..., 0m))k B 1.

By the inductive hypothesis, we have

k+1 k+1

((ugy .y um), (V3. ooy U )V = (@@YZY]) &) T UgVs.
s=3

i=2 j=i
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12 TOKAREVA

As one can easily see, it holds

k+1 k+1 k+1 m
<7Tk(’u,3,...,um),(’l)3,..., (@@YY) @@ U2;V25—1 D Ugj— 1?)2j @ UgVg.
=2 j=i s=2k+3
From these two facts it follows
k+1

€= (@%)@1

Then the first item in the right part of equality (3), according to (v) of Proposition 6, can be presented as
<(U1,UQ), (U1,02)>€ = (6 ) 1)(U1U1 ) UQUQ) ) €(UQ’01 ) ul’Uz) = Y] P urv1 B ugvy.

Now we substitute the expression for ¢ and use equality Y = Y7 in order to obtain

k1
((u1,u2), (v1,v2))e = (@3@ ) D urv1 @ ugvz.

Thus, for (u, v)x1 we get the expression

k+1 k+1 k+1

(U, V)gy1 = (@Yl ) D u1v1 D ugvs (@@YY) < @usvs

1=2 j=i
And hence,

k41 k+1
(U, V)gy1 = <@@YY>@ V).

=1 j=1

Corollary 1. For any vectors u,v € Z5' and any k, 1 < k < m/2, it holds
k

<uav>k ©® <7T/€(u)’v>k = @K

i=1
Corollary 2. For all u,v € Z3" and every k, 1 < k < (m —2)/2, it is true

k+1

(W, V)41 = (0, V)i © Vit (6_9 Yz)

4. NOTION OF k-AFFINE FUNCTION

Consider m € N, k be integer, 0 < k < m/2. To every vector from the code A we put into
correspondence a Boolean function g € §,,: let this vector be a vector of values for g. It means that
for some u € Zy', a € Zg and arbitrary v € Z5" the following equality holds g(v) = (u, v)r & a. We call
such functions k-affine and the set of all of them denote by 2% . 1t is clear that |A¥ | = 2m*+1. From
Proposition 7 it follows

Theorem 2. For integer m, k, such that 0 < k < m/2, the class UL, consists of functions

k k m
g(v) = (@ @(U%fl D ug;)(uz;j—1 © uz;)(v2i—1 © vo;)(vej—1 D U2j)> = (@ usvs> ®a, (4)
s=1

i=1 j=i
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 13

where vector u runs through Z5' and a is an element of Zs.

For instance, any function g € 22 is uniquely determined by a binary vector (u1,us, us, us) and an
element a € Zs:

g(v1,v2,v3,04) = (U1 B ug)(ug ® ua)(V1v3 B V1vs B V23 B Vav4) B UV B U V2 D Ugv3 B uzvy P a.
The class A3 consists of 24 affine and 8 quadratic functions. Quadratic functions are given by vectors

u € {(0101), (0110), (1001), (1010) } and arbitrary a.

Let f be a Boolean function. Recall that the number of variables in the longest item of its algebraic
normal form (or Zhegalkin polynomial) is called the algebraic degree (or briefly degree) of the
function f. We denote it by deg f.

From Theorem 2 it follows that degree of a function from any class ¥, is less or equal than 2. It is
true

Proposition 8. For any m € Nand integer k, 0 < k < m/2, the class Qlfn consists of 2m_k+1(k‘ +
1) affine functions and 2™ **t1(2% — k — 1) quadratic functions.

Proof. According to Theorem 2, a function g(v) = (u, v); @ ais affine if and only if for vector u it holds
one of the following two conditions:

1) for all 7, 1 < j <k, itis true U2j—1 = U2j,
2) there exists the unique number j, 1 < j < k, such that ug;_1 # ug;.

The numbers of vectors u of the first and the second types are 27~* and k2™~ respectively. Thus, the
number of affine functions in 2%, is equal to 2™~*+1(k + 1). We get the number of quadratic functions
in this class as 2m+1 — 2m=k+1(k 4 1), O

[t is not hard to prove

Corollary 3. The part of affine functions in the class le/Q tends to zero as m grows up.

5. NOTION OF k-BENT FUNCTION

For any m € N and integer k, 0 < k < m/2, let the integer-valued function W}k) be defined on the
set Z5' by the equality

W}k)(v) = Z (—=1) VeSS W for any v € 73

uezy
We call it k-Walsh—Hadamard transform of a Boolean function f € §p,.

Note that W}O) is the usual Walsh—Hadamard transform W;. The matrix B(CE ) after replacing any

its element ¢ by (—1)¢ becomes a Hadamard matrix (thanks to Theorem 1). That is why for W}Ek)

analog of Parseval’s equality holds (see, e. g.[25], ch. 6]). For completeness of the text we give the proof
of this fact.

Theorem 3. (The Parseval equality for W}k)). For any m € N and integer k, 0 < k < m/2, for
any function f € §p, it holds

arl

> (Ww) =2

veLy
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14 TOKAREVA

Proof. By definition of W™ we have

f ’
S wPmr=Y ( 3 (1) u>> T Y (cn)enes@etmaesv
veLy VELy uezy VELY u,weZy

(we interchange sums and then, using (iii) of Proposition 6, get)
= Z (_1)f(u)®f(w) Z (_1)<11V EB(W,V) Z om _ 92m
u,wEZE" VeZan uezm

O

By k-nonlinearity of a function f € §,, we mean the distance between f and the class 2¥,. Denote
this parameter by N](ck).
Proposition 9. /t is true N}k) =2m1 L max ]Wf (V).
Proof. Let a binary vector gV be given by g¥ = #(hY), where h¥ is the row of matrix CE, that
corresponds to a vector v € ZJ'. We have g¥(u) = (v,u). Then

(k) L ) v v
N7 = dist = dy (f dy(f 1)}
o= i dis (f,9) Jé%{ u(f.g"),du(f,g" ®1)}
From definition of W}Ek) and according to (i) of Proposition 6, we can obtain the equalities

1
dH(f’gV) —gm=1_ —W]Ek)(v), dH(f,gV ® 1) — gm—1 + W(k)( )

Using them we get
1

(k) _ o (om—1 Lk _om-1_ 1 (k)
V= amig (207 =g =207 =g e W)

From Theorem 3 it follows

(k) m/2
max |W v)| =2 .
vezy | f ( )|

Hence, the k-nonlinearity of a function f does not exceed the number 27~ — 2(m/2)~1 By analogy with
notions of a maximal nonlinear function and a bent function we give the following definitions.

Definition 1. For any m,k € N, 1 < k < m/2, we call a Boolean function f € §,, maximal k-
nonlinear, if any parameter N}(cj),j =1,...,k, gets the maximal possible value.

In other words, vector of values of maximal k-nonlinear function f € §,, is «moved away» of codes
Al ..., Ak on maximal possible distances.

Definition 2. For any m, k € N, such that m is even and 1 < k < m/2, we call a function f € §,
k-bent, if all coefficients W}j)(v), j=1,...,kare equal to £27/2,

I m is even these definitions are equivalent (as we will see later). Denote by 8%, the class of all k-bent
functions in m variables. From items (iv) and (v) of Proposition 6 it follows

W;I)(vbvmvg,---,vm) = Wy(va,v1,03, ..., Um)-
Therefore the class B, is the set B, of all usual bent functions. Thus,
B, =B. D... DB

. . . . 2.
and as we will see too, any inclusion here is proper and ‘B%/ is nonempty.
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 15
6. CONSTRUCTIONS FOR k-BENT FUNCTIONS

Study at first the small values of m € N.

Let m = 2. The class B1 consists of all functions f € 2 with vectors of values having an odd weight.
[t is clear that |B}] = 8.

The case m = 4. Using computer, we obtained
B3| = 896, |B%| = 384.
Let us give an example of £ € §4 such that £ € B\ B%:
E(u1,u2,u3,us) = uruz O ugug O Uzu4.

Using Propositions 6 and 7, consider the corresponding collections of coefficients Wg(l) (v)and Wf) (v)
in the lexicographical order of v € Zj:
W = (4,4,4,-4,4,-4,4,4,4,4,4,—4,-4,4, ~4, —4),
W = (4,4,4,-4,4,0,0,4,4,8,0, —4, —4, —4,4, ).
For instance, look at the computations of Wé”(OlOl) and Wg(Q) (0101) in detail. We have
w(0101) = 37 (3T (~1)0O0EE ) for 1,2,

u,u2 uU3,uUq

According to Proposition 7 it is true

<u, 0101>1 = u1 D uy,

(u,0101)2 = ujus ® urug ® ugug O ugug ® ug O us.
And hence
W0101) = (1= 1+1+ D)+ (1 -1-1-1)+(-1+1-1-1+(1-1-1-1) =4,
(u1,u2)=(00) (w1,u2)=(01) (u1,u2)=(10) (u1,u2)=(11)

W (0101) =(1+1 -1+ D+ (1 -1-1-D+(-1+1-1-1)+(1+1+1-1) =0.

Thus, € € B} \ B2
Now, given a k-bent function, we construct k-bent and (k + 1)-bent functions in more variables (see
respectively Propositions 10 and 11):

Proposition 10. Let m,r € N be even, k € N be such that 1 < k< m/2, and let a function
f € Emir be represented in the form

f',u") = p() @ q(u”") Jorany u' € Z3', u" € Zj,
where p € §.,, and q € §, are functions with nonintersecting sets of variables. Then f belongs to
the class BY, ., if and only if p € B% and q € B..
Proof. For arbitrary v/ € Z3', v € Z% and any ¢ =1,...,k, consider the coefficient W}Z)(v’,v”).
Using (iv) of Proposition 6, we easy get

<(u/’u//)’ (V/,V//)>g — <u/’vl>£ @ <u//,V//>.
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16 TOKAREVA
Then, because of f(u’,u”) = p(u’) & ¢(u”) we obtain

WJEE) V', v") = WIEE)(V/) ) Wq(V//).

Ilip € BE and ¢ € B! = B, then it is obvious that

WO, V)| = 2m/? 27/ = g2

forany ¢, 1 < ¢ < k; and, hence, f belongs to %ﬁlﬂ. From the other side, let f € %ﬁlﬂ. For every ¢,
1 <4 < k, we take the vectors v/, v’ such that the values ]WIS@

from the corresponding Parseval equalities we get

(vp)] and |[Wq(v")| are maximal. Then

WO vl = 272, Wy (v')| > 2772,

Applying the fact |W}E£)(v2, v/")| = 20m+7)/2 we obtain |W,") (v)| = 2™/2 and [W,(v"")| = 2'/% for each
l,1 < ¢ < k. Butitholdsifand only if p € ‘B’fn and ¢ € B, = Bl O

Recall that a Boolean function is symmetric, if it is constant on any set of vectors with the same
weight. The set of all such functions in two variables denote by 3 (later we explain the sense of this
notation).

Proposition 11. Let m be even, k be integer, 1 < k < m/2. Let a function f € Fp42 be repre-
sented in the form

f(a,a',u) = s(a,a’) & p(w) forany a.d’ € Zy, u € L3,

where s € Fi, p € Fm are functions with nonintersecting sets of variables. Then f € ‘Bf;:é if and
onlyif s € B, pc BE.

Proof. Consider a coefficient W;”l)(b, b',v), where / € N, 1 < ¢ < k, and elements b,V € Zy, v € ZJ
are arbitrary. By the equality f(a, a’,u) = s(a,a’) ® p(u), we have

41 u a,a’,u v s(a,a’
W} + )(b7 b/,V) — Z (_1)}7( ) Z (_1)<( sd )7(b7b7 )>Z+1@ ( 3 )

uezZy a,a’ €72

Let for any pair of vectors u,v the parameter ¢ € Zs be uniquely determined by & = (u,v), ®
(me(u), v) @ 1. According to (vi) of Proposition 6, it holds

<(a7 alv u)v (bv blv V)>€+1 = <u7 V>5 S <(a7 a/)v (bv b/)>€7
and hence,

W}Eé-i—l)(b’ W, v) = Z (—1)(wv2e@p() () g ).

uezy

As far as the function s is symmetric, it is easy to check that for any b,0’ € Zs and any ¢ it is true
Ws(e(b’b/)) = Wi(b,b'). Thus, for every £, 1 < ¢ < k it holds

WD (6,1,v) = Wb b) - WO ().

Further we argue in the same manner as in the proof of Proposition 10 and get in this way what is
required. O
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BENT FUNCTIONS WITH STRONGER NONLINEAR PROPERTIES 17

Summarizing Propositions 10 and 11, we have

Theorem 4. Let m,r > 0 be even, j, k > 0 be integer, 1 < k < m/2. Let a function f € Fojtmir
be represented in the form

J
flar,ay,...,a5,a5,u',u") = <@ si(ai,a;)> @ p(u') ® q(u”),

i=1
where sy, ...,s5 € Sé,p € §mand q € §, are functions with nonintersecting sets of variables. Then
fe®yl L ifandonlyifsi,... s; € BY pe Bk and q € B

Corollary 4. The class BE, is nonempty for any even m and any integer k, 1 < k < m/2.

Proof. Consider any functions s1,. .., s, /2 from 3 N B3. It is easy to see that the set F3 N B consists
of the following four functions in variables vy, vo:
V1V, V1U2 D 1, v1ve D v D Vg, ViV P v P ve D 1.

Then the function f € §,,, such that

m/2
f(ala a’lla s aam/Qa a’;—n/Q) = ®5i(ai)ag)
i=1
belongs to ‘B%ﬂ according to Theorem 4. Hence f belongs to any class B~ . O

Let C be a binary code. The maximal possible distance between a binary vector and the code C'is
called the covering radius of C. The general problem of determining the covering radius of a binary
Hadamard-like code of length 2™ is open. It is open even in the case of usual linear Hadamard code if
m is odd, see soome results in this direction in [17, 25]. Note that, by Corollary 4, the covering radius of
any code A¥ is equal to 21 — 2(m/2)—1,

Corollary 5. For any even m > 4 the proper inclusions have places

Bl 5 B2 5... o B2

Proof. For any k, 1 <k < (m —2)/2, let us show that the set BE \ BE+1 is nonempty. Take any
function ¢ € B} \ B2 (by the example given above such functions do exist). Let k = 1. Then for arbitrary
function ¢ € BL , a function f € §y,, such that f(u’,u”) = ¥(u’) @ g(u”), belongs to BL \ B2,
according to Theorem 4. Let further & > 1. We take any functions si,...,sx_1 from §3 NBL and a
function ¢ from ‘Bin_%_z Then the function f € §,, such that

k—1
flar,ay, ..., ax_1,a)_q,u’,u”) = (EB si(ai, aé)) ®yp(u') ® qu”)
i=1
is k-bent but it does not belong to the class B+, O

Let m > 4. It is known (e.g., see [25]) that algebraic degree of a bent function in m variables is less
or equal to m/2. And for any d, 2 < d < m/2, there exists a bent function f € 9B, such that deg f = d.
For k-bent functions it holds

Corollary 6. For even m, m > 4, and any k € N, 1 < k < 'm/2, there exist k-bent functions with
any algebraic degree d such that 2 < d < max{2,§ — k + 1}.
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18 TOKAREVA

Proof. For k =1 we have usual bent functions and do not consider them. Let 2 < k& < (m — 2)/2. For
anyd,2 < d <% —k+ 1, there exists a function p € %71%72“2 such thatdegp = d. Let sq,..., sp_1 be
arbitrary functions from §3 N Bi. Then according to Theorem 4 the function f € ., given by equality

k—1

f(a’l)all)° .. aak‘—laa%—lau) = <@ Si(ai)a§)> @p(u)

i=1

is k-bent. Moreover it holds deg f = d. For k = m,/2 the function @/ s;(as, a}), where s; € F} N B,
i=1,...,m/2,is an example of m/2-bent function of degree 2. O

Do k-bent functions of degree more than % — k + 1 exist? The question is open. Using Corollary

2, we can prove that the known class HB,, of hyper-bent functions [39] does not coincide with B~ for
every 1 < k < m/2. It follows from the fact that degree of a hyper-bent function in m variables is always
equal tom/2, see[9, 23].

As we mentioned above, size of the class B! of all bent functions in m variables is unknown. Directly
from Theorem 4 for k-bent functions we have

Corollary 7. For even m and any k, 1 < k < m/2, the following inequality holds

k ke
B0, = 277218, g sol.

For instance, if m = 8 then

1B1] > 2704 (according to [1]),

|B2| > 234 (as it follows from [33], where it is proven that [B}| > 232),

B3] > 72! (in the beginning of the section it was mentioned that |B}| = 896),
B3] > 29 (as far as |B]| = 8).

But even for m = 4 the bound of Corollary 7 is very rough: we have |82| > 32, although the tight
value of |B2] is 384.

7. CORRELATION BETWEEN k-BENT FUNCTIONS
AND 1-BENT FUNCTIONS

Let Sy, be the symmetric group on m elements. Denote by .S, ;, the subgroup of S,,, generated by all
transpositions (1,2), (3,4), ..., (2k — 1, 2k). It is obvious that groups S, . and Z5 are isomorphic. For
arbitrary vector w € Z5 let us define a permutation o} on m coordinates by the equality

o =(1,2)"" - (3,4)2 - ... (2k — 1,2k)",
where (i,7)? denotes the identical permutation. Note that m, = o}. Let §F, be the set of all Boolean

functions from §,, that are constant on the each orbit of Z5* by an action of S, ;. The number of such

m—klogy 4
orbits is equal to 3°2™2% and hence we have [§&,| = 23"2" " = 22" 7"'*23 Lot us show that k-bent
functions and bent functions coincide if they belong to *,. Namely, it has place the following theorem—
criterion for checking a bent function on being k-bent for any k.

Theorem 5. For even m and integer k, 1 < k < m/2, it holds §&, N BE =gk N Bl .
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Proof. Using Proposition 6, we find the following representation for the product (u, v),, where u,v €
Z3y' are arbitrary vectors and ¢ is such that 1 < ¢ < k. Define the vector w € Zg that depends on the
chosen vectors u, v. Let, foranyi =1,... ¢,

wi = ((U2i415 - Um)s (V20415 -+, Um)e—i B (To—i((U2it1, - s Um) )y (V2ig1s - o, Um ) )e—i B 1,

if i < ¢, and let wy = 1. Then according to (vi) of Proposition 6 it holds

)4
<11, V>€ = (@((u%lauﬁ)’ (U2i715 U2i)>w¢> S <(u26+15 s aum)a (UQZ-l—l’ s ,’Um)>

i=1
(here assume that if ¢ = m /2 then the last item is absent). Hence, using (iv) and (v) of Proposition 6, we
get

(0, v)e = (07" (0), v).

Note that if the vector v € Z7" is fixed, and the vector u runs through the space Z7*, then the vector
o) (u) also gets all possible values in Z%'. In fact assume the converse. Let vectors u, u’ € Z5" be distinct
and let w, w’ be corresponding to them vectors from Z§. Suppose o} (u) = UZ"/(u’). It is obvious that
vectors u, u’ can differ only in the first 2¢ coordinates. Denote by 7, 1 < j < ¢, the number of the last pair
of coordinates (25 — 1, 2j) such that vectors u, u’ differ at least in one coordinate from this pair (actually,
in both coordinates). Note that it is always j < m/2. Then according to the assumption it holds w; # w;-.
But it is impossible as far as ugj 11 = uh; 1, ..., Um = Uy,. Thus, from the inequality u # u’ it follows

ol (u) # ol ().
Let f € & NB! . Consider the coefficient W}E) (v) for arbitrary v € ZJ'. Taking into account the
remarks given above we obtain

4 oV (u),v u

uezZy
Asfaras f(u) = f(0}'(u)) for any u, w, we have
Wi v) = 3 ()W) here u’ = o} (u),

u’'ezZy

and hence W]EZ) (v) = Wy(v) fortheeach £ =1,... k. O

One can show that the class 8%, is not exhausted by functions from §& NBL . It seems to be
interesting to study known bent functions in order to determine their “k-bentness.” In other words how
much nonlinear (in our sense) they are?

The results of the paper were partially announced in [37] and [38].
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